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  APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Exercise
	LE 2

	Category
	Port Facility Live Exercise

	Type
	Unauthorised Items and Personnel in Facility and onboard Ship, Contingency Response

	Security Level
	1 or 2


INTRODUCTION

1. The security of a port facility depends not only on the careful planning and implementation of security measures, but also its’ response to incidents. Responses to security incidents should be pre-determined and specified in procedures in the PFSP. These incidents may not occur routinely but security staff needs to be ready to carry out the correct actions when they do occur. 

2. This live exercises allow port facility security personnel to carry out their duties in a controlled environment, thereby allow them to go through the decision making process to decide what actions to take and to take the correct actions according to procedures.

AIM

3. To enhance the proficiency of the port facility security team in handling unauthorised persons, items and contingency response.
OBJECTIVES

4. Security staff to handle routine security matter and contingencies in accordance with the procedures in the PFSP.

5. Security staff to handle unauthorised personnel and items in the port facility in accordance with the procedures in the PFSP.

DESIRED OUTCOMES

6. On completion of the Exercise, the security team will be:

· Able to respond correctly to routine security matters and contingencies.

· Able to correctly handle unauthorised persons and items in the port facility.

· Able to carry out their duties relating to all security matters confidently.

· Able to suggest changes or improvements to the security plan and procedures, if any.

RESOURCES

Personnel

7. Exercise Director : Mr XYZ (recommended to be senior designated person other than the PFSO).
8. Planning Group – The Planning Group will not be necessary unless there is an intention to review or amend this exercise.  In this case, the following personnel are recommended:

· Security Manager or equivalent

· Operations Manager or equivalent

· Engineering Manager or equivalent

·  Administration / Human Resources Manager or equivalent

· PSFO

· Ship Security Officer

9. Controllers / Simulators:

· Chief Controller – Security Manager or equivalent

· Operations Controller – Operations Supervisor or equivalent

· Technical Controller – Engineering Supervisor or equivalent

· Simulator 1 – Assuming role of female intruder, should NOT be familiar to the players

· Simulator 2 – Assuming role of contractor. Should BE familiar to the players.

· Simulator 3 – Assuming role of driver for car with stowaway

· Simulator 4 – Assuming role of stowaway, may be substituted with a dummy

· Simulator 5 – Driver of vehicle delivering ship’s store

· Simulator 6 – A ship crew

· Simulator 7 – SSO of participating ship

· Technicians for X-ray machine

10. Players:

· Port Facility Security Officer

· Security staff

· Operations staff

11. Exercise Safety Officer – The appointment of one or more safety officers for this exercise should be considered. 

Material

12. Personnel and goods scanning equipment – to be in working condition

13. Vehicles and stores

· Vehicle 1 – A normal looking vehicle, not familiar to the security staff. 

· Vehicle 2 – A normal looking vehicle, not familiar to the security staff.  Vehicle should have a modified compartment in the boot for the stow-away.  There should be sufficient space and breathing holes for the stow-away.  If this cannot be assured, this activity should be simulated by using a dummy instead. 

· The Chief Controller should arrange with freight forwarders, suppliers or contractors for a consignment of ship’s stores and a delivery vehicle to participate in this exercise. All standard procedures and documentations for the consignments should be complied with.

14. Ship - The cooperation of an actual ship that is docked in the port facility is required for realism. 

15. Props

· Dummy to be used as a stowaway, if the safety of a person cannot be assured. 

· Box of tool, for the contractor.

· One or more toy pistols, wrapped in a plastic bag, to be hidden with the tools to be brought in by the contractor.

· Package in an ordinary looking carton (shoe box sized or slightly larger) packed with a few packages of tightly packed white powder (simulating drugs) to be delivered with the ship’s stores.

· A few packages wrapped tightly in black plastic bags, about fist-sized and of suitable weight to be thrown over the perimeter fence. Can be tennis balls or baseball.

· Envelope containing some paper simulating cash in payment for the contraband. 

16. Communication

· For players – The existing communication infrastructure will be used. 

· For Controllers – Mobile phone as preferred means with walkie-talkie as back up. 

17. Others

· Refreshment or meals – if required

· Controllers’ operations room with situation maps, list of injects and contact information of the participants

· Room for briefing and debriefing with computer, projector, screen and chairs

· Stationery for note taking 

Budget

18. Funding may be needed for the following:

· Employment of deliveryman, driver, intruders, etc.

· Rental of vehicles

· Refreshment and/or meals.

· Reimbursement of expenses incurred by controllers or staff, if any. 

SCHEDULE OF EVENTS

19. Refer to Exercise Announcement (or if there are changes, an updated schedule can be posted here)

SCENARIO

20. Criminal organisation has recently been targeting transportation nodes, including port facilities, airports and land checkpoints, in the country with a view of using them as conduits for their illicit activities such as smuggling of drug, weapons, stolen goods as well as human smuggling.

21. Police intelligence has revealed that the modus operandi involved surveillance of the transportation node, probes on the security system including the infrastructure and responsiveness of the security staff.  As such, the police have advised all transportation nodes to remain vigilant and watch out for such activities. 

TASKS

22. For Controllers:

· The female intruder will attempt to enter the port facility on the pretext of wanting to talk to her boyfriend on a ship in the port facility.  She will need to know the actual ship’s name and the actual name of a ship’s crew (if possible).  She will try her best to ask the security staff to let her into the port facility. When unable to enter the port facility, she will find a suitable location to throw the packages over the fence.

· The stowaway should be hidden in the car before it enters the port facility.  If the safety of the stow-away cannot be assured, it can be replaced by a dummy.  Otherwise, this inject should not be played. 

· The toy weapons should placed in the contractor’s tool box before arrival at the port facility. 

· The simulated contraband should be loaded onto the delivery vehicle before it reaches the port facility. All documents (less those for the contraband) and procedures should be adhered to.  If detected, the driver should produce the Letter of Identification and be allowed to deliver the ship’s stores.  If not detected, the driver should deliver the simulated contraband to the Chief Controller.

· Ship crew should bring the envelope in exchange for the contrabands. 

· The technical controller should activate the intrusion alarm remotely. The EPCT will decide on the exact equipment and location for the intrusion.

· The SSO will report the discovery of a stowaway and will request for assistance from the port facility for removal of the stowaway.   

· The EPCT is free to alter or add any injects as required. Additional injects may be needed in response to the players’ reaction.

· The Safety Officers should follow the security staff as they carry out the exercise. 

23. Players need to be familiar with the various procedures for granting access for personnel and cargo as well as contingency plans. 

TERMINATION

24. The Chief Controller will determine the termination of the exercise

MASTER EVENTS LIST

The flow of the live exercise is event based, as such, the timing is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N

	Time
	Description of Inject
	Purpose
	Action By
	To
	Means of Delivery
	Expected response
	Remarks

	001
	0845
	All participants in position

	
	
	
	
	
	

	002
	0900
	“Exercise Start”
	Exercise commences
	Chief Controller
	All
	Walkie talkie
	None
	

	003
	0910
	Vehicle 1 approaches port facility
	Test monitoring of landward Contiguous Zone 
	Female Intruder
	Guards at monitoring station
	Drive 
	Detect and monitor vehicle
	

	004
	0920
	Woman exits Vehicle 1 and seeks to enter port facility looking for her boyfriend from MV DEPART TODAY
	Test access control. Potential for further injects.
	Female intruder
	Guards at pass office
	Physically visit pass office
	Follow procedures for access control
	

	005
	0925
	X-ray machine for baggage failed
	Test contingency plan for equipment failure
	Controller - Technical 
	Guards at screening station
	Verbal
	Confirm fault, seek technical assistance
	

	006
	0930
	Vehicle 2 with stowaway will seek entry to port facility 
	Test alertness and procedures for handling unauthorised persons. 
	Driver
	Guards at vehicle entrance
	Drive to port facility
	Notice the modification, thorough search.  
	

	007
	0935
	Woman that was refused entry refused to leave until she is allowed to enter
	Test access control procedure
	Female intruder
	Guards at pass office
	Physically visit pass office
	Follow procedures for access control
	

	008
	0940
	Technician investigating x-ray machine, need about 1 hour
	Follow up to inject
	Controller - Technical 
	Guards at screening station
	Verbal
	Alternative arrangement for screening bags
	Only if technician is activated to investigate

	009
	0950
	Woman returns to Vehicle 1and departs port facility 
	Close inject
	Female intruder
	Guards at pass office
	Physically visit pass office
	Follow procedures for access control
	

	010
	0955
	Contractor enters port facility with tool box 
	Test procedures for screening equipment 
	Intruder
	Guards at pass office
	Visit pass office
	Properly screen equipment
	Weapon concealed in equipment

	011
	1005
	Vehicle 1 will drive along the perimeter fence of the port facility, stopping at various locations 
	To simulate conducting surveillance of the port facility.  
	Female intruder
	Guards at monitoring station
	Drive 
	Monitor vehicle
	

	012
	1010
	Delivery vehicle with contrabands seeks entry to deliver ship’s stores
	Test vehicle screening procedures.  Set up for further injects
	Delivery driver
	Guards at vehicle entrance
	Drive to port facility
	Screen vehicles
	Ship crew to depart and walk to isolate area

	013
	1015
	Alight from Vehicle 1 and throw a few packages over the perimeter fence into the port facility and drives away
	Test monitoring of Contiguous Zone, test response to suspicious activities
	Female Intruder
	Guards at monitoring station
	Walk 
	Report and intercept packages
	

	014
	When guards arrive
	Search for and retrieve the packages
	Close inject
	Patrolling guards
	-
	Physically look for packages.
	Search for and handle packages in accordance with procedures
	

	015
	1025
	Ship crew to meet delivery vehicle and contractor in isolated area
	Follow up to inject, potential for further injects
	Delivery driver, intruder
	Guards at monitoring station
	Drive to isolated area
	Notice and Investigate suspicious behaviour. 
	

	016
	1035
	Intrusion alarm is activated

	Test alertness and responses to intrusion alarm.
	Technical Controller 
	Guards at monitoring station
	Remote triggering
	Verify alarm, response to intrusion
	

	017
	1045
	X-ray machines back online
	Close inject
	Technical Controller
	Guards at screening station
	Verbal
	Stand down contingency plan
	

	018
	When guards approach
	Nothing seen
	Close inject  
	Ops controller
	Patrolling guards
	Verbal
	Stand down.
	Only if asked to investigate

	019
	1055
	Discovery of stowaway onboard MV JUST ARRIVED
	Test response to Close inject
	SSO
	FPSO
	Telephone
	Security staff to provide assistance 
	

	020
	When appropriate
	Exercise Ends
	End of exercise
	Chief Controller
	All participants
	
	None
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